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The SanJose TCP/IP Switch:
What it can do for you!

W.E. (Weo) Moerner, WN6I

hether you are new to TCP/IP,

or a seasoned veteran, the San-
Jose TCP/IP switch has several features
to help you!

First of all, if you are unfamiliar with
TCP/IP, but want to “get connected” to
the growing network of hams using
TCP/IP, here’s what you should do first,
before this article will make much sense.
If you have an IBM PC or compatible,
send two 5 1/4" 360 kB diskettes or one
3 122" 720 kB diskette to W. E. Moemer,
1003 Belder Drive, San Jose, CA 95120-
3302 in a mailer with return postage. I
will make copies of the “newuser” dis-
kette and the documentation diskette and
mail them back to you. If you are a Mac
user, the Mac code is available from
Doug Thom, N60OYU, (408) 253-1306,
1405 Graywood Drive, San Jose, CA
95129-4778. After reading the
documentation and trying out the pro-
gram, you too can start profiting from the
port of the powerful Internet networking
protocols to amateur radio, and you can
help in the development of this new net-
work. But be patient! We all agree that

the documentation is not perfect yet, but
it is improving.

Now assuming you are familiar with
the basics of TCP/IP, what is the SanJose
switch? Itis one of the nodes on the local
TCP/IP network, located at address
[44.4.0.96], with AX.25 callsign WN6I-
7. The station is composed of an IBM
AT running recent versions of the
TCP/IP software called NOS that are
hopefully mostly bug-free. SanJose cur-
rently has two ports, one on 145.75 MHz
at 1200 baud, and one on the 433 MHz
band also at 1200 baud that serves as a
backbone to other areas like SantaRosa
and to a 9600 baud subnet on 145.71
MHz. The station is located at an eleva-
tion of 1000 feet on the peak of the Santa
Teresa foothills at the IBM Almaden Re-
search Center in south San Jose; it has a
line-of-site path to most of the central and
southern Bay area. At times, depending
upon propagation, SanJose can even
communicate with the SantaRosa switch,
négn-6! I am the sysop for the SanJose
switch, and David Singer, N6TFX, and
Dave Palmer, N6KL, serve as assis-
tant/alternate sysops.

Continued on page 3

The President’s Letter

Eric Williams, WD6CMU
NCPA President

Well, it’s almost the end of the
year again. No, not the calen-
dar year, but the NCPA year. Unlike
some other organizations, our member-
ships all expire at the same time, namely

March 31st, which is why everyone
receives the back issues for the year when
they join. This also means that this is the
nlink ill receive ynl

mbership, so don’t
delay—you wouldn’t want to miss a
single issue of this fine publication,
would you? We didn’t think so, so we

included a renewal form inside this issue
for your convenience. (We’ve also in-
cluded space for change-of-address in-
formation. If you’ve moved since you
Joined, please drop us a note with your
new address.)

Continued on page 5
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Editorial

Mike Chepponis, KIMC

Greetings again! I trust your holiday season went well, and
that Santa has brought you all the packet gear you’ll need, so
cozy up and check out our Winter 90 edition of The NCPA
Downlink!

This time I think we’ve outdone ourselves. In addition to
our usual crop of excellence (WB9LOZ, N6QMY, N6VUW,
KB6TKL, KAGETB, and K6RAU), we’ve also got what may
be a first for a primarily-local newsletter: A remote correspon-
dent! Marcello Soliven, KJ6QA/4, an NCPA member unfor-
tunately stranded in Palm Beach, Florida, begins a regular
column. The first one is a neat packet application for people
on the go, but still want to feel as if they are athome. We expect
more amazing adventures from our Field Corrspondent!

Dewayne Hendricks, WA8DZP, begins another regular
column, this one at my request. He tackles the up and coming
networking protocols TCP/IP. This issue, Dcwayne give us a
gentle overview of the TCP/IP protocol suite. Be sure to catch
the related Book Review by N6QMY! The other TCP/IP article
is a beautiful one describing the SanJose TCP/IP switch, by
Weo Moemer, WN6I - check it out!

This issue is also packed with info for folks just wiring up
that first TNC and getting on the air. For a wonderful, gentle,
introduction, please see the article by Rich Bono, NM1D. For
those of you more advanced, you’ll enjoy our NCPA Education
Coordinator’s article (from Larry Kenney, WB9LOZ) about
how NET/ROM nodes work, and how to use them.

Fred Silveira, K6RAU, implores us to use Hierarchial Ad-
dressing on the BBSs, and gives us some pointers why we
should do this. Ron Bardarson, N6VUW, that ever-energetic
proponent for 9600 baud packet, does his usual excellent job of
keeping us abreast of latest developments. And, in whatI hope
will become a regular column, Travis Wise, KB8FOU, writes
for younger hams - you know, the kind we used to be before
we needed to pay taxes? Now that nocode is a reality, we're
going to need the contagious enthusiasm that folks like Travis
display - and to help Elmer new digital Techs into packetradio!
Be sure to tell *em about the NCPA...

And I would be remiss not to mention a great ARRL Com-
puter Networking Conference report by our own WASDZP,
and a brief report on SAREX and DXPSN by Jay O’Brien,
W6GO, and KAG6ETB’s Emergency Coordinator Column, and
KB6TKL’s NCXPN notes. In addition, Russ Mackey, NW6U,
reviews what may be the pinnacle of packet achievement!

Finally, this is my last newsletter as Editor. I have requested
that the board find another editor for next year. When I took
on this job, I promised that I would be Newsletter Editor for a
year. With his issue, I have fulfilled my commitment! Iintend
to be on the newsletter staff next year, and maybe even run for
the board come election time, but I think it is time to pass the
reigns along. It’s been great, working with the people on this
newsletter team! Let’s pass along our support for anew NCPA
Downlink editor!

From the Bay Area, the best place in the world for Packet
Radio,

73!
Mike Chepponis, K3MC @ K3MC.#nocal.ca.usa.na
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The SanJose TCP/IP Switch: What it can do for you!

Continued from page 1

The system provides three main ser-
vices at the present time:

1. AnIP switch location covering San
Jose and the South Bay. This means that
if you can hear SanJose reliably, you
should consider using it for a “default
route”. Your default route operates
whenever you try to reach a station that
is not in your routing table. Your station
doesn’t know how to reach the new sta-
tion, so your station tries to send the
traffic to the station specified in your
default route. Thus, your default route
should be set to a relatively high-level
station that knows routes to other pieces
of the network or where to find them.

The SanJose switch maintains a rout-
ing table that includes entries for the Bay
Area, north to SantaRosa and beyond,
and to Sacramento via SantaRosa. You
can use SanJose for your default route by
adding the statement “route add default
ax0 SanJose” in your autoexec.net file.

In the near future, SanJose will begin
running a new service, RSPF, which is
the beginnings of a smart router. When
this happens, the routing table at SanJose
should be even more current, so go ahead
and use it!

2. SMTP Mail forwarding. One of
the nicest aspects of TCP/IP is that many
of the boring things you used to do on the
early AX.25 packet network are now
done automatically by computers. For
example, you used to have to log on to

your BBS to get your mail, which often
meant waiting for the BBS to be free.
This is not true anymore with TCP/IP,
and you don’t have to leave your system
on all the time, either.

If you have a good rf path to SanJose,
SanJose can store SMTP mail for you,
and then send it to you when you turn
your system on. By telling me that you

want this service, I will enter your -

hostname (callsign) into the SanJose
alias file to start this service. To utilize
this facility, you should have your
TCP/IP mail addressed to
“callsign@SanJose”. Then when you
turn your system on, the most you might
have to do is to “kick” your mail at San-
Jose by typing “remote SanJose kick”.

3. Public file area for uploads and
downloads. There is a public subdirec-
tory available on SanJose for anon or
anonymous ftp with a variety of file
categories. To use this capability, just
execute “ftp SanJose” followed by a
logon as a user with the name “anon” or
“anonymous”. You then can list the files
available with “dir”, change directories
using “cd”, and download whatever in-
terests you. For example, in /public/hos-
table, the TCP/IP address coordinator,
N60YU, places the latest versions of
hosts.net and domain.txt whenever these
files are changed — you should
download these files every month or two.
As interest permits, more file storage
categories can be added. Just let us

know! In the box below is an index of the
subdirectories available today.

In addition to these TCP/IP-related
services, there are several services that
help the AX.25 user start to utilize the
TCP/IP network. If you connect to San-
Jose as an AX.25 user and enter one
blank line, you gain access to the TCP/IP
mailbox as if you had done an
anonymous telnet to SanJose: From this
mailbox, you can telnet out into the
TCP/IP network as if you were running a
TCP/IP station. Or you can use the
gateway function to connect out via
another port on the SanJose switch. Or
you can download files from the /public
directories as if you were using FTP
directly. This is the same BBS-like mail-
box that is accessed whenever you do a
direct telnet to SanJose, and its features
will be enhanced in the future as the
capabilities of the code improve.

By the way, at present there are at least
two gateway stations that allow mail to
flow back and forth between the AX.25
BBS and the TCP/IP networks, K3MCin
Fremont, and N6TFX in Los Gatos. To
send SMTP mail out to the BBS network,
use either “call%bbscall@K3MC”, or
you can also try
“call%bbscall. st@N6TFX”. You can
also receive your BBS mail directly at
your TCP/IP station by registering as a
user of the K3MC AX.25 mailbox.
K3MC is running some special gateway
code that converts your AX.25 BBS in-
coming mail into smtp mail and sends it

R - N on to you. In the future, the new NOS
Public File Ar Availabl n witch will allow the gateway function to occur
. ily, and Ni i tly ex-
HOSTABLE  Latest HOST tables in standard and short Dorimanti with the NOS ot
(SHRTxxxx) versions (also DOMAIN.TXT formats reverse forwarding.
for NOS users. These files are updated regularly by :
N60YU) Other new services are planned for the
. future: for example, NNTP, for network
NETCODE  KA9Q's et. al's programs (Also file uncompressors news transfer protocol, allows you to
PK*.%) scan bulletin categories of interest to you
NOSCODE  NOS version of NET in various incarnations and to tc;lnly send lt:o;eﬂ you reall{' want
" . across the networ NNTP client is
NETHELP DOCumentation files for NET / NOS / SMTP, etc. built-in to the newer versions of NOS.
TNC2 KISS downloadable code for TNC-2 So welcome to the SanJose switch and
ARESDATA WNB6I/N6KL's packet database program to TCP/IP! Have fun!
AMSAT NASA Onbit Predictions / etc.
FCC FCC news and NPRMs EOF
MISC whatever else
ARES ARES files — shift supervisor's manual, etc.
QUAKE Latest USGS Quake Summaries
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Book Review

Patrick Mulrooney, N6QMY

Internetworking With TCP/IP

Principles, Protocols, and Architecture

By Douglas E. Comer

Second Edition, ©1991

Published by Prentice-Hall, Inc.,
Englewood Cliffs, NJ 07632

Hardcover price: $50

Computer Literacy Bookstores

am going to start this review out
with a disclaimer: This book is not
for everyone. It is written as both a col-
lege text and a professional reference. It
does not even directly relate to Amateur
Radio. In fact, I could not find a single
reference to Amateur Radio in the entire
book! (Editor’s note: it does talk about
“Karn's Algorithm,” which Phil Karn,
KA9Q, discovered while implementing
his ham TCP/IP package, however.)

So why am I reviewing it? Because
this book is the one to read to get started
on understanding the TCP/IP suite of
protocols. And with higher speed packet
links just around the comer (Editor's
note: Real Soon Now...), TCP/IP may
finally come into widespread use in the
Amateur community by providing the
network for linking BBSs, Keyboard
Nodes, DX Packet ClusterNodes, and, of
course, individual user nodes, as well as
other ideas that have only been a dream,
so far.

For an excellent overview of TCP/IP,
refer to the article by Dewayne
Hendricks, WASDZP, in issue number 1
of The NCPA Downlink.

But for an in-depth look at TCP/IP,
this is the book to read! Douglas Comer
has taken what can be the very dry sub-
ject of computer communications
protocols, and made a very readable and
easy to understand book. He covers
general principles of computer com-
munications, specific examples from the
TCP/IP protocol suite, then combines
this with real-life examples from the na-
tional backbones ARPANET and
NFSnet.

What makes this book so exciting for
Amateur Radio is the concept of Internet-
working. Internetworking should allow
us to hide the details of the network from
the end users or computers, and still pro-
vide the connectivity we all want. This
is a wonderful concept for the Amateur
world! No more complaints from your

Northern California Packet Association

Sacond Edition

Internetworking

with

TCP/IP

VOLUME I :

Principles, Protocols, and Architecture

Douglas

local BBS sysop when you try and send
a43K file! It provides the ability to send
program files to your friends without all
the conversion programs you have to use
now. Of course, this particular ability is
available with the KA9Q TCP/IP pack-
age (available from TAPR, for example),
right now! It’s just that there is no real

“network” yet.

So what does this book cover? I think
a partial listing off the back cover covers
some of the highlights:

»  Compares the ISO 7-layer reference
model to the TCP/IP 5 layer-model.

» Presents routing architectures for
large internets and describes their
gateways: EGP, RIP, and OSPF.

+  Explains the TCP transport services:
- sliding windows and window
management - reliable stream ser-
vice - end-to-end acknowledgement
- flow control and encapsulation

« Examines application services: -
electronic mail (SMTP) - file trans-
fer and access (FTP,TFTP, NSF) -
remote logon (ALNET, Rlogin) -
network management protocols
(SNMP, ASN.1, CMOT)

Now, this may not sound like it makes
light reading, and it doesn’t. But, I had a
hard time putting this book down! I be-
came very involved with the clear ex-
amples Douglas Comers provides
throughout the book.

Each chapter ends with summary, ex-
ercises (the college text part) and where
to go for further study or more informa-
tion. I stated at the beginning that this
book is not for everyone. So who is this
book for? It is for anyone who is inter-
ested in understanding the TCP/IP suite
of protocols and where Amateur Packet
Radio may be headed.

EOF|
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Product Review

Russ Mackey, NW6U @ KIGEH

Bulletin Board - Bulletin Software
From Packet Inn Software

B ulletin Software (BS) is a major
advance in packet terminal
programs. BS is equally at home on all
TNC-1s and TNC-2s and clones, all
varieties of Apples and Commodores.
No longer will changing your com-
puter/TNC combo mean learning a new
terminal program - the lowest common
denominator in packet is here and it is
BS!

The name Bulletin Software is apt; in
addition to all of the buffer, disk, and
macro capabilities found in lesser pack-
ages, BS really shines at automating your
repetitive bulletin chores. We will look
at a few examples of BS automation in
this review. The “Sale Handling And
Records Kemel” (SHARK) takes the
drudgery out of posting SALE items on
the local BBS - and more. Let’s say you
have 3 items to sell that you picked-up at
Foothill for these cash outlays: a VFO
(810), an HT ($100) and a Monitor ($30).
BS automagically determines your “true
cost” for each item by adding to the cash
outlay your valid expenses: transport
$10.00 (40 miles @ 25 cents per mile),

and forgone wages $50.00 (2 hours @
$25). Thus the amateur sell prices (not-
for-profit) are: VFO= $70 ($10 + $10
mileage + $50 wages), HT = $160, and
Monitor = $90. The program clearly
details that proper accounting, according
to generally accepted principles, requires
that the “overhead expenses™ be added to
each item, as you have no assurance that
all items will sell - while most sellers
using BBSs know this already, BS en-
sures compliance with part 97:

This is just the start of how BS and
SHARK programs can assist you. All
you need do is enter the items, and the
overhead parameters; BS writes and
posts the SALE bulletins! Until you
notify BS, your bulletin will be posted
again, daily, on any board(s) of your
choosing. The Records Kernel will auto-
matically scan all new messages when
you log on, notify you if similar mer-
chandise is listed by other parties, and
report price differences. Should an iden-
tical item be listed at a higher price, BS
suggests you raise your price to reflect
true cost, as you have obviously made an
error in your entry.

Some BBSers will save houwrs each
and every week by using this program,
and seekers of cost-priced equipment

will be grateful for BS. Operation of the
“Special Language And Subject Hand-
ler” (SLASH) will be intuitive for many
users - there is no thought-provoking
leamning curve. You enter key words re-
lated to subjects you care and know, and
SLASH parses all new bulletins for those
key words. If anyone has spoken to
YOUR topic, the subject handler will
respond with a personal reply to the
sender, enlightening him, and post a bul-
letin to ALL @ USA clearly stating your-
position, and explaining the shortcom-
ings in the other party’s bulletin. This is
truly freedom of speech as it was meant
to be; a real demonstration of the value
of BS!

The last feature to be described here
is so advanced that you will not be using
it for 12 to 18 months! BS may never be
obsolete: the REALHAM program will
take your message and convert the letters
into a series of stops and hyphens. This
way you can be assured that your mes-
sages will be read by REALHAMS and
not some johnny-come-latelys!

>

BS ships April 1, 1991, but is avail-
able on many BBSs now!
EOF

The President’s Letter

Continued from page 1

Alternatively, you could show up and
renew your membership at the annual
General Membership meeting, at which
time people who join will be given the
first issue of the Downlink for the new
year. Exactly when and where this meet-
ing will be has yet to be determined, but
our tentative plans are to hold it March
31st at the Contra Costa County Water
District. You will be notified by postcard
of the exact time and place.

The General Meeting is the only
regular time during the year that the
general membership votes on NCPA is-
sues, the most important of which is the
election of directors for the following
year. This year, KAGETB, WA8DZP,
KB60OWT, WBILOZ and yours truly
have all expressed a willingness to con-
tinue as board members, which means
that at least two new members have to be
found that are willing to serve on the
board.

This is your call to action! If you are
the kind of person who likes to make
things happen instead of being merely a
spectator, we need you! Technical
ability is not necessary, but an apptitude
towards dealing with people and seeing
the job through are the qualities we re-
quire. If you fit this description or know
someone who does, drop a note to chair-
man of the nominating committee — me!
(Who else?)

Any other subject to be voted on at the
General Meeting must be printed and
distributed to the membership before that
meeting. February 15th is your deadline
for submitting items for vote. You must
send your items in writing, preferably
with some background as to why you
think it is important, to the NCPA PO box
address. These will be printed and sent
to all members with the meeting an-
nouncement.

The most important piece of business
for the existing board during the next few
months is the non-profit incorporation of
the NCPA. Unfortunately, our treasurer,
N6QMY, has not been able to make sig-

nificant progress on this. If you have
some knowledge of this procedure, drop
Pat a note and let him have the benefit of
your experience. It’s either that or we
start using part of your membership dues
to pay taxes!

The coming year promises to be an
exciting one for the NCPA. What looks
like the impending loss of 220-222MHz
will require the relocation of our BBS
forwarding backbone and hopefully we
can upgrade the links to high-speed at the
same time. We will be holding packet
seminars at Pacificon again, and there is
a 90% chance that the NCPA will be
hosting the ARRL Computer Network-
ing Conference for 1991!

The easiest way to get involed in all
of this is to show up at the board of
directors’ meetings, which are held ap-
proximately every 3 months, and see how
we operate. The next meeting will be
held in mid- to late-January — watch
your local BBS for the announcement.

73, eric

EOF
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TCP/IP Column

Dewayne Hendricks WASDZP

his issue marks the beginning of

a new column to be written by
yours truly on amateur packet radio use
of TCP/IP. The editor felt that a column
on this subject would be in order as
TCP/IP is one of the most poorly under-
stood topics in amateur packet radio
today. It will be the goal of this column
to attempt to clear up some of this con-
fusion in the minds and our readérs and
show you why you should use TCP/IP for
packetradio and how to use it to your best
advantage.

First, lets start with a few words on the
why of TCP/IP. I'm going to throw in a
few quotes from an excellent reference
work on TCP/IP by Doug Comer. The
book is called “Internetworking with
TCP/IP, Volume I: Principles, Protocols,
and Architecture” by Douglas E. Comer
and is available from Prentice-Hall. If
you are interested in both a general over-
view to TCP/IP and a very good descrip-
tion (in English, not Techie) of its various
services and protocols, I suggest that you
pick up a copy at your favorite “book
barn.”

Notice the word “internetwork” in the
title of Comer’s book. Let’s go into that
a bit as I think that he will help you
understand the “why” of TCP/IP,

Let me quote the following from
Comer:

“Recently, however, anew tech-
nology has emerged that makes it
possible to interconnect many dis-
parate physical networks and make
them function as a coordinated unit.
The new technology, called inter-
networking, or internetting, accom-
modates multiple, diverse
underlying hardware technologies
by adding both physical connec-
tions and a new set of conventions.
The internet technology hides the
details of network hardware and
permits computers to communicate
independent of their physical net-
work connections.

“The internet technology
described in this book is an ex-
ample of open system interconnec-
tion. It is called an open system
because, unlike proprietary com-
munication systems available from
one specific vendor, the specifica-

Northern California Packet Association

tions are publicly available. Thus,
anyone can build the software
needed to communicate across an
internet. More important, the en-
tire technology has been designed
to foster communications between
machines with diverse hardware ar-
chitectures, to use almost any pack-
et switched network hardware, and
to accommodate multiple computer
operating systems.

“To appreciate internet technol-
ogy, think of how it affects re-
search. Imagine for a minute the
effects of interconnecting all the
computers used by scientists. Any
scientist would be able to exchange
data resulting from an experiment
with any other scientist. It would
be possible to establish national
data centers to collect data from
natural phenomena and make the
data available to all scientists.
Computer services and programs
available at one location could be
used by scientists at other locations.
As a result, the speed with which
scientific investigations proceed
would increase. In short, the chan-
ges would be dramatic.”

This is a rather long quote from
Comer’s book above, but I think that it
expresses the point I wish to make much
better then I can. If you re-read the pas-
sage above, but this time substitute the
word “radio amateur” for scientist, then
I think that you will start to have an idea
of what I am attempting to point out as
the real advantage of TCP/IP for the
amateur packet radio community.

Since the TCP/IP protocols were
developed in the early 1970’s, they are
now in use world-wide by a very large
community. A recent reporton the Inter-
net ( the common name for the world-
wide TCP/IP network) stated that there
were currently about 1000 separate net-
works connected to make up the Internet,
with a total of about 10,000 computers.
This is expected to grow to about 10,000
networks and 10,000,000,000 computers
by 1995! Given those numbers, think of
the possibilities that amateurs will have
if they can connect their own computer
via packet radio to a network of computer
of this size!

With this possibility in mind back in
1985, at the Fourth ARRL Computer

Networking Conference, Phil Karn
KA9Q proposed the adoption of the AR-
PANET Internet Protocols, Internet
Protocol (IP) and Transmission Control
Protocol (TCP) as the standard (a 1a OSI)
level 3 (network layer) and level 4
(transport layer) protocols for amateur
packet radio. Level 2 functions (link
layer) would continue to be served by
AX.25 (the amateur radio version of the
X.25 protocol). o

IP is the fundamental protocol of the
family and handles routing datagrams
based on destination address. It allows
for the interconnection of multiple net-
works by routing datagrams across net-
work boundaries when necessary.
Datagrams can get routed through Ether-
net segments, serial lines, phone lines, or
radio and satellite links

IP is often referred to as a connection-
less delivery system because IP routes
each datagram separately. When IP
receives a sequence of datagrams from a
higher-level protocol, IP routes each
datagram in the sequence individually.
That is, each datagram in the sequence
may, or may not, travel over the same
path to the same destination. The IP ser-
vice makes a best-effort attempt to
deliver all datagrams, but if some
datagrams get lost due to network
hardware problems or resources that are
overloaded, higher-level protocols, not
IP, will retransmit the datagrams

Connectionless can also describe the
logical view of an IP internet. Hosts and
gateways on the internet all operate
autonomously, routing and delivering
datagrams without any coordination with
the original sender. Though nodes on the
internet are connected physically in
various ways, users see the internet as a
single virtualnetwork where the physical
connections are irrelevant

IP also defines the format of a
datagram. The general format is a
datagram header, followed by a data
areca. The header includes such fields as
version of the IP protocol, length of the
header, checksum for the header, total
length of the datagram, and the source
and destination IP addresses.

Three fields in the datagram header
control fragmentation and reassembly of
datagrams. IP can be used with many
different physical network implementa-
tions, each of which can specify a dif-
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